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FERPA Update 2013: 
A Checklist of Common Compliance 

Issues, and Practical Tips and 
Materials for Dealing with Them 

Steven J. McDonald 
General Counsel 

Rhode Island School of Design 

Countdown with Steve McDonald 
1.  So, just what is an "education record"? 
2.  Getting the annual notice right 

  2.1  Basic requirements 
  2.2  "Directory information"  
  2.3  "School officials" 
  2.4  Outsourcing the handling of student records 
  2.5  "Transfers" 
  2.6  Getting the notice noticed 

3.   The parent trap:  Dealing with mom and dad 
4.   Litigation and law enforcement 
5.   Consenting adults 
6.   Safeguarding requirements 

  6.1  Methods to (subdue) the madness 
  6.2  Education and training 

7.   Who's calling, please?:  Identification and authentication 

Let's Start at the Very 
Beginning 

•  College students have the right, in 
general, to: 
– Control the disclosure of their "education 

records" to others 
–  Inspect and review their own "education 

records" 
– Seek amendment of their "education 

records" 
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1.  So, Just What is an "Education 
Record"? 

•  "[O]fficial records, files, and data directly related to 
[students], including all material that is incorporated 
into each student's cumulative record folder, and 
intended for school use or to be available to parties 
outside the school or school system, and specifically 
including, but not necessarily limited to, identifying 
data, academic work completed, level of achievement 
(grades, standardized achievement test scores), 
attendance data, scores on standardized intelligence, 
aptitude, and psychological tests, interest inventory 
results, health data, family background information, 
teacher or counselor ratings and observations, and 
verified reports of serious or recurrent behavior 
patterns." 

1.  So, Just What is an "Education 
Record"? 

•  "'Education records' . . . means those 
records that are: 

(1)  Directly related to a student; and 
(2)  Maintained by an educational 

agency or institution or by a party 
acting for the agency or institution" 

1.  So, Just What is an "Education 
Record"? 

•  "'Educational . . . institution' means any 
public or private . . . institution" that 
receives funds "under any program 
administered by the Secretary [of 
Education]" 
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1.  So, Just What is an "Education 
Record"? 

•  "'Record' means any information 
recorded in any way, including, but not 
limited to, handwriting, print, computer 
media, video or audio tape, film, 
microfilm, and microfiche" 

•  N.B.: The medium is not the message 
•  N.B.: Does not include information that 

is not "recorded" – that is, personal 
knowledge 

1.  So, Just What is an "Education 
Record"? 

•  "'Student' . . . means any individual who 
is or has been in attendance at an 
educational . . . institution" 
– Applicants are not "students" unless they 

are accepted and "attend" 
– But "students" retain FERPA rights even 

after leaving the institution 
•  FERPA rights in any given record continue to 

exist until either the record's destruction or the 
student's death 

1.  So, Just What is an "Education 
Record"? 

•  "'Attendance' includes, but is not limited to . . . 
[a]ttendance in person or by paper 
correspondence, videoconference, satellite, 
Internet, or other electronic information and 
telecommunications technologies for students 
who are not physically present in the 
classroom" 

•  "We do not agree that the definition of 
attendance should be limited to receipt of 
instruction leading to a diploma or certificate, 
because this would improperly exclude many 
instructional formats." 
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1.  So, Just What is an "Education 
Record"? 

•  In general, a record is "directly related" to a 
student if it contains "personally identifiable 
information" about that student 
–  Possible exception if student is truly tangential to 

the record 

1.  So, Just What is an "Education 
Record"? 

•  "'Personally identifiable information' 
includes, but is not limited to" 

–  The name of the student or of the 
student's parent or other family member 

–  The address of the student or student's 
family 

–  Personal identifiers such as SSNs, 
student numbers, or biometric records 

–  Other indirect identifiers such as date or 
place of birth or mother's maiden name 

1.  So, Just What is an "Education 
Record"? 

–  "Other information that, alone or in 
combination, is linked or linkable to a 
specific student that would allow a 
reasonable person in the school 
community, who does not have 
personal knowledge of the relevant 
circumstances, to identify the student 
with reasonable certainty" 
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1.  So, Just What is an "Education 
Record"? 

•  "Maintain" is not defined! 
•  Owasso Independent School District v. 

Falvo, 534 U.S. 426 (2002): 
–  "FERPA implies that education records are 

institutional records kept by a single central 
custodian, such as a registrar." 

–  "The ordinary meaning of the word 'maintain' is 
'to keep in existence or continuance; preserve; 
retain.'" 

•  Requires conscious decision on the part of 
the institution? 

E-mail? 
•  Record? 

–  "'Record' means any information recorded in any way, 
including, but not limited to, . . . computer media" 

•  Directly related to a student? 
–  E-mail address in the "to" or "from" line 
–  Student name, address, ID number, or other identifying 

information (broadly defined) within the body of a 
message 

–  Not every message will be personally identifiable, but do 
you really want to sort it out? 

•  Maintained by the institution? 
–  Messages residing in student mailboxes 
–  Messages residing in faculty and staff mailboxes 

We Don't Need No "Education" 

•  "Education records" certainly includes 
transcripts, exams, papers, and the like 

•  But it also includes virtually everything else: 
–  Advising records 
–  Financial aid and account records 
–  Disability accommodation records 
–  Discipline records 
–  Athletic records 
–  Photographs 
–  (Many) e-mail messages 
–  "Unofficial" files 

•  With just six narrow exceptions 
•  There's no such thing as an "educational 

record" 
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•  Must include statement of students' 
rights to: 
– Consent to most disclosures 
–  Inspect and review their own "education 

records" (and procedures for doing so) 
– Seek amendment of "inaccurate" or 

"misleading" records (and procedures for 
doing so) 

– File a complaint with Department of 
Education 

2.1  Annual Notice:  Basic 
Requirements 

2.1  Annual Notice:  Basic 
Requirements 

•  May (and in my view should) include: 
– Your definition of "directory information" 

and procedure and deadline to opt out 
– Your definition of "school officials" and 

"legitimate educational interest" 
–  If applicable, a statement of your practice 

of forwarding records to schools to which 
students seek to transfer or have 
transferred 

2.2  "Directory Information" Exception 

•  Institutions may disclose a student's "directory 
information" to anyone for any reason, without 
the student's consent 

•  "Directory information" may – but does not have 
to – include name; address; e-mail address; 
telephone number; photograph; date and place of 
birth; major; grade level; enrollment status 
(undergraduate or graduate, full- or part-time); 
dates of attendance; participation in officially 
recognized activities and sports; weight and 
height of athletes; degrees, honors, and awards 
received; most recent educational institution 
attended, and other information "that would not 
generally be considered harmful or an invasion of 
privacy if disclosed" 
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2.2  "Directory Information" Exception 

•  Must give students notice of your definition 
and an opportunity to opt out before relying 
on this exception 
– Need not give notice to alumni, but must 

continue to honor prior opt out 
•  Cannot disclose or confirm directory 

information if an SSN or other non-directory 
information is used to confirm the student's 
identity 

•  "[A]n . . . institution is not required to 
make . . . directory information available to 
the general public just because the 
information is shared within the institution" 

2.3  "School Officials" Exception 
•  Institutions may disclose, without consent, 

any and all information from "education 
records" to "school officials . . . whom 
the . . . institution has determined to have 
legitimate educational interests" in that 
information 
– Each institution that wishes to use this 

exception must specify, and inform students 
of, its own standards 

–  "School officials" may include students serving 
on committees and outside contractors 

2.3  "School Officials" Exception 
–  "Legitimate educational interests" may include 

what is needed to do one's job 
•  Institution, not individual, makes the determination 
•  "FERPA does not require a postsecondary . . . 

institution to make education records available to 
anyone other than an eligible student.  Therefore, 
nothing in FERPA would prevent the University 
from adopting a policy that a faculty member may 
not have access to these records," regardless of 
the faculty member's "educational interest." 



8 

2.4  Outsourcing 
–  "A contractor, consultant, volunteer, or other 

party to whom an . . . institution has 
outsourced institutional services or functions 
may be considered a school official . . . 
provided that the outside party – 
•  Performs an institutional service or function for 

which the agency or institution would otherwise use 
employees; 

•  Is under the direct control of the agency or 
institution with respect to the use and maintenance 
of education records; and 

•  Is subject to the requirements . . . governing the 
use and redisclosure of personally identifiable 
information from education records." 

2.4  Outsourcing 

–  Institutions must "ensur[e] that outside 
parties that provide institutional services or 
functions as 'school officials' . . . do not 
maintain, use, or redisclose education 
records except as directed by the agency 
or institution that disclosed the 
information. . . .  [O]ne way in which 
schools can ensure that parties understand 
their responsibilities under FERPA with 
respect to education records is to clearly 
describe those responsibilities in a written 
agreement or contract." 

http://counsel.cua.edu/res/docs/ferpa/resources/contract.doc 
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2.5  "Transfer" Exception 
•  Institutions may disclose information from 

"education records," without consent, to 
"officials of another . . . institution of 
postsecondary education where the student 
seeks or intends to enroll, or where the 
student is already enrolled so long as the 
disclosure is for purposes related to the 
student's enrollment or transfer" 

•  Unless disclosure is initiated by the student, 
must either: 
–  Make a "reasonable attempt to notify" the student 

individually, or (and preferably) 
–  Describe your practice of disclosing such 

information in your annual notice generally 

Students who wish to have their directory information withheld must notify the 
Registrar's Office in writing.  (Please note that such a notification will prevent RISD 
from providing your directory information to your friends, prospective employers, arts 
organizations, and others with whom you may wish us to share such information, so 
make your decision carefully.)  You may give such notification at any time, but it will 
be effective only prospectively.  Students who do not wish to have their address (or 
other information) published in the student directory must notify the Registrar's Office 
annually by no later than September 30.  

A "school official" is any person employed by RISD in any administrative, supervisory, 
academic or research, or support staff position (including public safety and health 
services staff); any person or company with whom RISD has contracted to provide a 
service to or on behalf of RISD (such as an attorney, auditor, or collection agent); any 
person serving on RISD's Board of Trustees; or any student serving on an official 
committee, such as a disciplinary or grievance committee, or assisting another school 
official in performing his or her tasks. 

A school official has a "legitimate educational interest" if the official needs to review 
an education record in order to fulfill the official's professional responsibility.  
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Upon request, RISD also discloses education records without consent to officials of 
another school in which a student seeks or intends to enroll or where the student is 
already enrolled so long as the disclosure is for purposes related to the student's 
enrollment or transfer.  

2.6  Getting the Notice Noticed 

•  "An educational . . . institution may 
provide this notice by any means that 
are reasonably likely to inform . . . 
students of their rights." 
– Mail (separate or with something else, such 

as a tuition bill) 
– Publication in student handbook and/or 

course bulletin 
– Web posting + e-mail message 
– Some combination of the above 

3.  The Parent Trap 

•  Institutions may disclose any information, 
without consent, to "parents . . . of a 
dependent student" for federal tax 
purposes 
– Parents of college students have no general 

right to see their children's records, even if the 
students are minors 

– Before disclosing under this exception, must 
verify dependent status by obtaining either a 
copy of the parents' most recent tax return or 
the student's confirmation 



11 

http://www.bu.edu/reg/ferpa/ferpa-parent.html 
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4.  Litigation and Law Enforcement 

•  Institutions may disclose information 
from "education records" to "comply 
with a judicial order or lawfully issued 
subpoena" 
– Must make a "reasonable effort to notify" 

the student beforehand 
•  Unless it's a grand jury or law enforcement 

subpoena and you've been ordered not to 
disclose 

– No obligation to fight the subpoena on the 
student's behalf 

– Need only confirm facial validity 

I am writing to object to that subpoena pursuant to Civil Rule 45(C)(2)(b), 
on the grounds that the subpoena seeks disclosure of matter protected by 
federal law and does not allow reasonable time to comply. . . .  We . . . will 
proceed to provide the required notice to [the relevant] students and will 
then provide you with a copy of the [requested record] if none of them has 
filed a motion to quash within fourteen days. 

Our intent in attempting to discuss this matter with you has been not to 
frustrate your investigation, but, rather, solely to find a way that we can 
accommodate your concerns without violating FERPA.  There are three 
options for proceeding at this point: [discussion] 
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The [record] that XYZ has requested can be obtained by subpoena, which is a 
routine process in litigation, but, in accordance with the Family Educational 
Rights and Privacy Act, 20 U.S.C. § 1232g, you are entitled to notice in 
advance of our response . . . .  You also have the right, at your option, to file an 
objection with the court if you believe that there is a legal basis that information 
concerning you should not be disclosed.  We will provide a copy of the [record] 
to XYZ's counsel on July 7, as required by the subpoena, if no such objection 
has been filed. . . . 

If you have any questions about this matter, please feel free to contact me.  As 
RISD's in-house lawyer, I cannot give you legal advice or provide you with 
legal representation, but I will be happy to answer your questions as best I 
can. 

4.  Litigation and Law Enforcement 

•  Institutions may disclose information 
from a student's "education records," 
without consent, in a lawsuit by the 
student against the institution or the 
institution against the student 
– No need to notify the student in advance 
– May disclose only "relevant" records 

5.  Consent 

•  Before disclosing education records – or 
personally identifiable information from 
education records – in the absence of an 
exception, an institution must obtain a signed 
and dated written consent from all relevant 
students, specifying: 
–  The records that may be disclosed 
–  The purpose for which they may be disclosed 
–  The persons or classes to whom they may be 

disclosed 
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http://uncw.edu/generalcounsel/documents/FERPARELEASE_otherthancourse.pdf 

http://legal.uncc.edu/sites/legal.uncc.edu/files/media/ConsentForm.pdf 

6.  Safeguarding Requirements 

•  "Disclosure means to permit access to or 
the release, transfer, or other 
communication of personally identifiable 
information contained in education 
records by any means, including oral, 
written, or electronic means, to any party 
except the party identified as the party 
that provided or created the record" 
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6.  Safeguarding Requirements 

•  FERPA "clearly does not allow an 
educational . . . institution to leave 
education records unprotected or 
subject to access by unauthorized 
individuals, whether in paper, film, 
electronic, or any other format." 

Don't Try This at Home 

•  Placing all graded exams in a box on a 
desk 

•  Posting a list of "anonymized" grades in 
alphabetical order and/or by the last four 
digits of students' SSNs 

•  Sending notice of probation on a postcard 
rather than in a sealed envelope 

•  "[A] record management system that 
allows unauthorized individuals to have 
access to education records" 

6.1  Methods of Safeguarding 

•  "We interpret this prohibition to mean 
that an educational . . . institution must 
use physical, technological, 
administrative and other methods, 
including training, to protect education 
records in ways that are reasonable and 
appropriate to the circumstances in 
which the information or records are 
maintained." 
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It's Up To You 
•  "[A]n . . . institution may use any method, 

combination of methods, or technologies 
it determines to be reasonable, taking 
into consideration the size, complexity, 
and resources available to the institution; 
the context of the information; the type of 
information to be protected (such as 
social security numbers or directory 
information); and methods used by other 
institutions in similar circumstances." 

•  But it must use some method or 
methods 

Nobody's Perfect 
•  "'Effectiveness' is certainly one 

measure, but not necessarily a 
dispositive measure, of whether the 
methods used by an . . . institution are 
'reasonable'. . . .  [A]n . . . institution is 
not required to eliminate all risk of 
unauthorized disclosure of education 
records but to reduce that risk to a level 
commensurate with the likely threat and 
potential harm." 

6.2  Training 

•  "FERPA does not specifically require 
that educational agencies and 
institutions provide annual training to 
school officials that handle education 
records, and we decline to establish 
such a requirement in these regulations.  
Educational agencies and institutions 
should have flexibility in determining the 
best way to ensure that school officials 
are made aware of the requirements of 
FERPA." 
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http://www.umaryland.edu/sims/training.html 

http://www.umaryland.edu/sims/docs/ferpa-training.pdf 
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https://www.sis.umd.edu/ferpa 

http://counsel.cua.edu/ferpa/resources/recchart.cfm 
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http://www.higheredcompliance.org 

7.  Identification and Authentication 

•  "An educational . . . institution must use 
reasonable methods to identify and 
authenticate the identity of parents, 
students, school officials, and any other 
parties to whom the . . . institution 
discloses personally identifiable 
information from education records" 

Is This the Person to Whom I am 
Speaking? 

•  Photo ID 
•  Signature comparison 
•  Question(s) that only the student could answer 

–  Not (just) SSN, date of birth, mother's maiden 
name 

–  Where are you at 11:45 on Wednesdays? 
–  When was the last time you entered your dorm? 
–  What is the cell phone number of your emergency 

contact? 
•  Self-service through authenticated web portal 
•  When in doubt, just say no, or mail the 

requested record to the student's address 
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http://legal.uncc.edu/sites/legal.uncc.edu/files/media/FERPAltr.pdf 

To-Do List 

•  Annual notice (content and distribution) 
•  Policy on disclosure to parents and 

protocol for determining parental status 
•  Standard consent form 
•  Protocol for verifying "call-ins" 
•  Protocol for handling subpoenas 
•  Training materials 
•  Contract language for outsourced handling 

of "education records" 
•  Safeguards for "education records" 


