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Has this ever happened to you? 

!   Mike Mediocre, a so-so student in your fall 
class on corporate finance, asked you for a 
recommendation for a high-level Wall Street 
job, and you (reluctantly) agreed, sending in an 
appropriately lukewarm letter.  Not 
surprisingly, Mike didn’t get the job, and now 
he is demanding a copy of the letter, claiming 
that you have ruined his life and threatening a 
lawsuit.  Those letters are confidential, aren’t 
they? 

Or this? 

!   As part of your English course, you require your 
students to post their weekly essays to a course web 
page, so that they can read each others’ and discuss 
them in class.  It has proven to be a great teaching 
technique over the years and has resulted in rich 
discussions and improved performance.  However, 
one of your students is now refusing to participate, 
arguing that you are violating some federal statute 
called FRAPPE, or something like that.  That’s just 
ridiculous – isn’t it?  And isn’t it time to start 
thinking about retirement . . . ? 
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Or (heaven forbid) this? 

FERPA 

!  The Family Educational Rights 
and Privacy Act of 1974 

!  A.K.A. the Buckley Amendment 

FERPA’s Big Three 

!   College students have the right, in 
general, to: 
!   Control the disclosure of their 

“education records” to others 
!   Inspect and review their own 

“education records” 
!   Seek amendment of their “education 

records” 
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So, What’s an “Education Record”? 

!   “[O]fficial records, files, and data directly related to [students], 
including all material that is incorporated into each student’s 
cumulative record folder, and intended for school use or to be 
available to parties outside the school or school system, and 
specifically including, but not necessarily limited to, identifying 
data, academic work completed, level of achievement (grades, 
standardized achievement test scores), attendance data, scores on 
standardized intelligence, aptitude, and psychological tests, interest 
inventory results, health data, family background information, 
teacher or counselor ratings and observations, and verified reports 
of serious or recurrent behavior patterns.” 

So, What’s an “Education Record”? 

!   “‘Education records’ . . . means those 
records that are: 
(1)  Directly related to a student; and 
(2)  Maintained by an educational 

agency or institution or by a party 
acting for the agency or institution” 

So, What’s an “Education Record”? 

!   “‘Educational . . . institution’ means any 
public or private . . . institution” that 
receives funds “under any program 
administered by the Secretary [of 
Education]” 
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So, What’s an “Education Record”? 

!   “‘Record’ means any information 
recorded in any way, including, but not 
limited to, handwriting, print, computer 
media, video or audio tape, film, 
microfilm, and microfiche” 

!   N.B.:  Does not include information that 
is not “recorded” – that is, personal 
knowledge 

So, What’s an “Education Record”? 

!   “‘Student’ . . . means any individual who is or has been 
in attendance at an educational . . . institution” 

!   Applicants are not “students” unless they are accepted 
and “attend,” physically or virtually 

!   But “students” retain FERPA rights even after leaving 
the institution 

!   Once attached, FERPA rights in any given record 
continue to exist until either the record’s destruction or 
the student’s death 

So, What’s an “Education Record”? 

!   In general, a record is “directly related” to 
a student if it contains “personally 
identifiable information” about that 
student 
!   Possible exception if student is truly 

tangential to the record 
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So, What’s an “Education Record”? 

!   “‘Personally identifiable information’ includes, but is 
not limited to” 
!   The name of the student or of the student’s parent 

or other family member 

!   The address of the student or student’s family 

!   Personal identifiers such as SSNs, student numbers, 
or biometric records 

!   Other indirect identifiers such as date or place of 
birth or mother’s maiden name 

So, What’s an “Education Record”? 

!   “Other information that, alone or in 
combination, is linked or linkable to a specific 
student that would allow a reasonable person in 
the school community, who does not have 
personal knowledge of the relevant 
circumstances, to identify the student with 
reasonable certainty” 

So, What’s an “Education Record”? 
!   “Maintain” is not defined! 

!   Owasso Independent School District v. Falvo, 534 U.S. 
426 (2002): 
!   “FERPA implies that education records are 

institutional records kept by a single central custodian, 
such as a registrar.” 

!   “The ordinary meaning of the word ‘maintain’ is ‘to 
keep in existence or continuance; preserve; retain.’” 

!   Requires conscious decision on the part of the 
institution? 
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E-mail? 

!   Record? 
!   “‘Record’ means any information recorded in any way, 

including, but not limited to, . . . computer media” 

!   Directly related? 
!   E-mail address in the “to” or “from” line 
!   Student name, address, ID number, or other identifying 

information (broadly defined) within the body of a message 
!   Not every message will be personally identifiable, but do you 

really want to sort it out? 

!   Maintained? 
!   Messages residing in student mailboxes 
!   Messages residing in faculty and staff mailboxes 

So, What’s an “Education Record”? 

!   “The phrase ‘acting for’ connotes agents of 
the school, such as teachers, administrators, 
and other school employees.” 

!   Including you . . . 

We Don’t Need No “Education” 

!   “Education records” certainly includes transcripts, exams, 
papers, and the like 

!   But it also includes: 

!   Financial aid and account records 

!   Disability accommodation records 

!   Disciplinary records 

!   Most of what’s in your SIS 

!   Photographs 

!   Faculty and staff e-mail messages to, from, or about a student 

!   Virtually everything! 
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Except for These: 

!   “Law enforcement” records 
!   But only the law enforcement office’s copy 

!   “Employment” records 
!   Unless student status is a job requirement 

!   “Treatment” records 
!   Only if not shared 

!   “Alumni” records 
!   But not if they “relate back” 

!   “Sole possession” records 
!   As long as not shared or accessible 

Disclosure 

!   Before disclosing education records – or 
information from education records – an 
institution must obtain a signed and dated 
written consent from all relevant students, 
specifying: 
!   The records that may be disclosed 

!   The purpose for which they may be disclosed 

!   The persons or classes to whom they may be 
disclosed 

Except for Disclosures: 

!   Of “directory information” 
!   Can include name; address; e-mail address; telephone 

number; photograph; date and place of birth; major; 
grade level; enrollment status (undergraduate or 
graduate, full- or part-time); dates of attendance; 
participation in officially recognized activities and 
sports; weight and height of athletes; degrees, honors, 
and awards received; most recent educational institution 
attended, and other information “that would not 
generally be considered harmful or an invasion of 
privacy if disclosed” 
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Except for Disclosures: 

!   Must give students notice of your definition 
and an opportunity to opt out 

!   Students cannot use opt out to prevent 
disclosure of name, institutional e-mail address, 
or other identifier in classes (physical or virtual) 
in which they are enrolled 

Except for Disclosures: 

!   To “school officials . . . whom the . . . 
institution has determined to have legitimate 
educational interests” 
!   Each institution specifies its own standards 

!   “School officials” can include students serving on 
committees and outside contractors 

!   “Legitimate educational interests” can include what 
is needed to do one’s job 

Except for Disclosures: 

!   Getting class rosters from and turning grades in to the 
registrar 

!   Reporting a student to the academic misconduct 
committee 

!   Contacting student affairs about a student of concern 

!   Talking about departmental students? 

!   Seeing grades from other classes? 

!   Getting details about a disability accommodation? 
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Except for Disclosures: 

!   To “officials of another . . . institution of postsecondary 
education where the student seeks or intends to enroll, 
or where the student is already enrolled so long as the 
disclosure is for purposes related to the student’s 
enrollment or transfer” 
!   Includes recommendation letters 

!   Unless disclosure is initiated by the student, must either: 

!   Make a “reasonable attempt to notify” the student, or 

!   Describe your practice of disclosing such information in your 
annual notice 

Except for Disclosures: 

!   To “parents . . . of a dependent student” 
for federal tax purposes 
!   Parents of college students have no general 

right to see their children’s records, even if 
the students are minors 

!   Need to obtain a copy of parents’ most 
recent federal tax return or confirmation 
from student to verify dependent status 

!   Warning:  Tell them about this before there’s 
a problem 

http://www.bu.edu/reg/ferpa/ferpa-parent.html 
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Except for Disclosures: 

!   In connection with an “articulable and 
significant threat to the health or safety 
of a student or other individuals” 
!   Disclosure may be made only to 

“appropriate parties” and must be 
limited to “information [that] is 
necessary to protect the health or safety 
of the student or other individuals” 

Except for Disclosures: 

!   “[T]he Department will not substitute its 
judgment for that of the . . . institution if, 
based on the information available at the 
time . . . there is a rational basis for the . . . 
institution’s determination that a health or 
safety emergency exists and that the 
disclosure was made to appropriate parties.” 

!   “FERPA is not intended to be an obstacle in 
addressing emergencies and protecting the 
safety of students.” 

Except for Disclosures: 

!   And several more 

!   N.B.:  As far as FERPA is concerned, all 
of these are discretionary 
!   May be public record or other disclosure 

requirements 

!   Also N.B.:  These exceptions are 
independent of each other, not 
cumulative 
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Inspect and Review 

!   Must allow students to “inspect and review” their own 
education records within 45 days of request 

!   Need not provide copies unless “circumstances effectively 
prevent the . . . student from exercising the right to inspect 
and review” 

!   The only exceptions are financial aid records of parents and 
confidential letters of recommendation to which the student 
has waived access 

!   If record relates to more than one student, must redact 
portions relating to other students 

Seek Amendment 

!   Student may request amendment of records 
containing “information that is inaccurate, 
misleading, or in violation of the student’s 
rights of privacy” 
!   Not a grade grievance mechanism 

!   If deny request, must give student an 
opportunity for a hearing 

!   If still deny request, student may include a 
statement with the record 

U-Tube? 

!   May faculty require: 
!   Participation on listservs? 

!   Blog posts? 

!   Use of online portfolios? 
!   Creation and posting of videos? 

!   Use of other social media? 
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First Things First 
!   FERPA applies to educational institutions and their agents, not to 

students and not to external social media and other services 
!   Including (most) MOOCs 

!   At least as far as FERPA is concerned, students are free to post 
whatever they want wherever they want whenever they want 

!   Schools/faculty may establish internal and external “bulletin 
boards” 

!   Schools/faculty may post directory information anywhere they 
want (for non-opt-outs) 

!   Schools/faculty may outsource services and provide education 
records to cloud providers that agree to act as “school officials” 

Hmm? 

!   Faculty probably may require students to use 
independent, external social media and other 
services 
!   Including (most) MOOCs 

!   But may they require students to use internal 
social media, and/or may they post student 
work themselves to either internal or external 
social media? 

Steve McDonald’s “Implied Pedagogical 
Exception” Theory™ 

!   FPCO:  “Neither the statute, the legislative history, 
nor the FERPA regulations require institutions to 
depart from established practices regarding the 
placement or disclosure of student theses so long 
as students have been advised in advance that a 
particular undergraduate or graduate thesis will be 
made publicly available as part of the curriculum 
requirements.” 
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Steve McDonald’s “Implied Pedagogical 
Exception” Theory™ 

!   FPCO:  “The final regulations . . . ensure that . . . 
students [may] not use the right to opt out of 
directory information disclosures to remain 
anonymous in the classroom, by clarifying that 
opting out does not prevent disclosure of the 
student’s name, institutional e-mail address, or 
electronic identifier in the student’s physical or 
electronic classroom.” 

Steve McDonald’s “Implied Pedagogical 
Exception” Theory™ 

!   Owasso:  “We doubt Congress meant to intervene 
in this drastic fashion with traditional state 
functions.  Under the Court of Appeals’ 
interpretation of FERPA, the federal power would 
exercise minute control over specific teaching 
methods and instructional dynamics in classrooms 
throughout the country.  The Congress is not 
likely to have mandated this result, and we do not 
interpret the statute to require it.” 

http://ptac.ed.gov/document/protecting-student-privacy-while-using-online-educational-services 
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Can vs. May vs. Should 

!   What is the pedagogical reason for requiring the 
posting to be public? 

!   If there is one, is it really important that the 
posting be attributed? 

!   What are the implications for the student’s 
privacy? 

!   What are the implications for the student’s 
intellectual property? 

!   Who’s reading the contracts and terms of service? 

Practical Tips 

!   Posting grades 
!   Only by anonymous number in non-alphabetical 

order 

!   Better yet, by authenticated web portal 

!   Returning exams and papers 
!   No self-serve pick-up 

!   Writing letters of recommendation 
!   Get a signed consent 
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Practical Tips 

!   Talking to parents 
!   Check student status first 
!   Confirm they really are the parents 

!   And remember that you don’t have to at all . . . . 

!   Don’t be (too) afraid of innovative pedagogies 
!   Collaborative projects 
!   Peer critique 

!   Class listservs and social media 

Practical Tips 

!   Be careful what you write down about your 
students 
!   Or at least be careful about sharing it 

!   “Three may keep a secret, if two of them are dead.” 

!   Be careful how you dispose of it 

!   Be particularly careful with e-mail, other 
electronic communications, and digital storage 


