
10/15/11	  

1	  

Legal Issues in Higher Education Conference 
Privacy in the Digital Age 

 
Institutional Computer Use Policies 

and 
Emerging Privacy Trends 

in 
College and University Information Technology Management 

Presenter: 
 

Flora B. Devine, Esq. 
University Attorney and Special Assistant to the President for Legal Affairs 

Kennesaw State University 

October, 2011 
The University of  Vermont 

Burlington, VT 

Privacy in the Digital Age 
Introduction 

Wakeup Calls in Information Security 

 
 

•  Harvard University 

•  Yale University 

•  North Carolina State University 

•  Albright College 

•  Trinity College Dublin 

Privacy in the Digital Age 
Introduction 

Unintended Disclosure 

 
 

•  Hacking 
•  Payment card fraud 
•  Insider 
•  Physical loss 
•  Portable device 
•  Stationary device 

 
 
 
 

“Sometimes the free flow of  information is unintentional” 

Sources: 
•  Privacy Rights Clearinghouse 
•  Educational Security Incident (ESI) 
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Privacy in the Digital Age 
Introduction 

Legal Consequences 

 
 

•  Liability for breach of  privacy 

•  Transmission of  viruses 

•  Financial harm for third parties 

•  Lack of  public confidence and trust 

Privacy in the Digital Age 
Presentation Goals 

Challenges in Developing a Comprehensive Information Security and 
Privacy Strategy 

 
I.   Differences between privacy and security 

 
II.   Campus’ culture of  openness v. need for security and privacy 

•  Diverse stakeholders with diverse and sometimes competing 
interests. 

•  Community expectations 
•  Easy access to records 

III.   Growing regulatory environment 
•  Increased cyber-threats 
•  Financial cost v. cultural tradeoffs 

 
IV.   Best practices and strategies by colleges and universities 

The Campus IT Privacy Policy Environment 

Goal: Protecting Sensitive Information 

 
 

•  Federal or State laws 
•  Community expectations 

 1) SSN     9) Employee information 
 2) Grades    10) Application information 
 3) Financial aid    11) Credit card information 
 4) Research    12) Names 
 5) Donor information   13) Addresses 
 6) Health records   14) Communication  
 7) Physical activity         (who sends to whom) 
     (garage or shuttle use)  15) E-mail content 
 8) Student information   16) Network logins 
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The Campus IT Privacy Policy Environment 

Goal: Protecting Personal Information 

 
 

1)  Access to e-mail and voicemail 
2)   Access to data borrowed on loaned computers 
3)   Access to an individual’s desk 
4)   Hacking 
5)   Use of  Social Security numbers on forms 
6)   Salary questions 
7)   Nosy supervisors 
8)   Discomfort with undressing in certain areas due to physical 

abnormalities 
9)   Inquiries about personal health 
10)   Inquiries about reasons for time off  
11)  Disability needs 
12)   Stalking 

The Campus IT Privacy Policy Environment 

The Intersection of  Privacy and Security 

 
 

1)  Policy establishment 
2)   Communication 
3)   Training and enforcement 
4)   Procedures 
5)   Detecting/discovering intrusion 
6)   Notification of  victims 
7)   Response to intrusions 
 

 

The Campus IT Privacy Policy Environment 

The Intersection of  Privacy and Security 

•  Security should protect privacy 
•  Security involves protection of  the physical and virtual realms; 

security measures typically do not protect those things that are 
personal and not documented (these should be protected by privacy 
measures) 

•  Relationship between privacy and security: 

 

Personal 

Undocumented 

Sensitive 
Electronic 

Physical 

Privacy Security 
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Privacy in the Digital Age 

Growing Regulatory Environment 

2011 Data Privacy Legislation 
 
•  Bipartisan support for comprehensive privacy legislation. 
 
•  August 2011 – 18 separate bills before the 112th Congress regarding data 

privacy: 
 

 Three areas: 
1)  Comprehensive online privacy protection 
2)   Geolocation and mobile devices 
3)   Date security and breach notification 

 
 Implications for: 

•  Data collection 
•  Data storage 
•  Data use 

 

 

Privacy in the Digital Age 

Growing Regulatory Environment 

1)  Online Privacy Protection 
 

•  Comprehensive Privacy Protection Bills (proposed) 
  
 Aim: 
  
1.   Transparency 

2.   Meaningful choice about collection, use, and disclosure of  
personal information 

3.   “Do Not Track” legislation 

4.   Amends the Children’s Online Privacy Protection Act (COPPA) 

5.   Establish new protection for personal information of  children and 
teens beyond COPPA. 

 

Privacy in the Digital Age 

Growing Regulatory Environment 

2)   Geolocation and Mobile Devices Bills (proposed) 
 

Current federal law: Open sharing without customers’ consent 
 

•  Electronic Communication Privacy Act (ECPA) will address the 
advancements in communication technologies, including smartphones and 
social networking sites that have now outpaced the privacy protections. 

•  New bills close loopholes in federal law to ensure that mobile device 
customers know what location information is being collected about them 
and allow them to decide if  they want it shared. 

•  The legal framework will give government agencies, commercial entities, 
and private citizens clear guidelines for when and how geolocation 
information can be accessed and used. 
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Privacy in the Digital Age 

Growing Regulatory Environment 

2)   Geolocation and Mobile Devices Bills (proposed) 
 

•  Protecting Children from Internet Pornographers Act of  2011 mandates that 
Internet service providers (ISPs) keep detailed logs, for up to 18 months, on 
all users to facilitate the prosecution of  child pornography, including all IP 
addresses assigned, customer names, addresses, phone records, type and 
length of  service, credit card numbers, and more. 

 

Privacy in the Digital Age 

Growing Regulatory Environment 

3)   Data Security and Breach Notification Bills (proposed) 
 

•  Empower the FTC to promulgate regulation for handling of  personal data 

o  Appointing information security managers 

o  Identifying and correcting potential data security vulnerabilities 

o  Taking steps to safely dispose of  electronic personal data 

o  Data minimization (retain only data needed for a legitimate business 
purpose and otherwise dispose of  personal information as soon as 
possible) 

 

Privacy in the Digital Age 

Growing Regulatory Environment 

3)   Data Security and Breach Notification Bills (proposed) 
 

In the event of  breach: 
 
•  General notifications of  all individuals affected 

•  Exempt organizations from notification if  they perform a risk 
assessment that determines there is no “reasonable” or “significant” 
risk of  harm, such as identity fraud; another bill requires notification to 
government 

•  Covered personal information includes an individual’s first name or 
initial and last name, in combination with other forms of  identifying, 
such as address, social security number, driver’s license, or financial 
account information. “Unique biomedic data” would also be covered 

•  All the proposed federal bills would supersede State data breach 
notification laws. 
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Privacy in the Digital Age 

Why are universities so susceptible to attack? 

 
•  Half  of  universities use Social Security numbers as student ID 
•  Students download music and video 
•  University databases house lots of  personal information and have 

lax computer and network security 
•  Around-the-clock access to administrative services and to digital 

library resources contribute to potential malfeasance 
•  The use of  radio frequency identifiers (RFIDs) and ID cards also 

makes universities an attractive target 
•  Privacy and security failures can result from errors, inadequate 

training, or malfeasance, made possible by poor controls on access 
•  Frequently changing laws and inadequate processes to ensure 

compliance render universities ill-prepared to protect information 
security and privacy 

J. R. Marbaiz, “Lessons in Privacy,” 
U. S. News & World Report, September 6, 2004 

 

Privacy in the Digital Age 

Campus Best Practices 

1)  Develop a single source of  accountability, responsibility, and 
ownership. Decide who has the leadership role in developing and 
implementing policies necessary to minimize unauthorized access 
to sensitive information 

2)   Legal compliance calls for focus on privacy AND security 
•  FERPA 
•  Gramm-Leach-Bliley Act 
•  HIPAA 
•  European Union Data Protection Directive and other 

international laws 
•  State laws 
•  Federal Trade Commission 
 

3)   Recognition of  the community’s expectation of  privacy 
 
 

Privacy in the Digital Age 

Campus Best Practices 

4)   Collaboration between business and technology leaders of  the 
academy 

5)   A proactive approach toward insuring appropriate privacy and 
security (systems, tasks, and procedures to detect leakage 
proactively instead of  responding to reports from the community) 

6)   Systems should be designed to support privacy and security needs 
rather than redesigning older systems, which is difficult and 
expensive 

7)   Policies and system checks can prevent abuse from authorized users 
of  information, while detection and prevention systems guard 
against unauthorized users 
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Privacy in the Digital Age 

Campus Best Practices 

8)   Align security and privacy systems and policies with the best 
practices of  other universities can put our institutions at the 
forefront of  the issue 

 

Privacy in the Digital Age 

Campus Best Practices 

9)   Support for information security and privacy: 
 

a)   Focus on best practices rather than policies that merely insure 
legal compliance 

b)   Creation of  IT security officer positions and realigning of  the 
security functions and chain of  command, with more 
enterprise level than departmental offices 

c)   Privacy officers 
•  Chief  Privacy Officer 
•  Associate VP for Institutional Compliance and Legal Affairs 
•  University Privacy Officer 
•  Associate VP for Security and Privacy 
•  Director of  Information Technology Policy and Services 
  

Privacy in the Digital Age 

Campus Best Practices 

9)   Support for information security and privacy: 
 

d)   Privacy committees 

e)   Security officers 

f)   Security committees 

g)   Programs and policies 
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Privacy in the Digital Age 

Campus Best Practices 

10)   Recommendations for action: 
 

•  Security and privacy issues must be tracked and addressed at the 
policy level with accountability for compliance 

•  Privacy and security should be created and widely 
communicated 

•  Compliance with increasing regulatory demands related to 
security and privacy must be kept current 

•  Security should be viewed as a means of  implementing a privacy 
policy; but when the two conflict, the university must have some 
way of  establishing a priority 

Privacy in the Digital Age 

Campus Best Practices 

10)   Recommendations for action: 
 

•  Conduct research (SSN, community expectations for privacy, 
resource audit, effectiveness metrics) 

•  Appoint a Privacy Officer 

•  Establish a Privacy Advisory Board 

•  Establish an insider network of  privacy advocates 

•  Launch information security and privacy campaigns 
 

Best Practices and Strategies 
by Colleges and Universities 

•  Addressing information security at enterprise level 

o  Chief  Information Security Officer 
o  CIO 
o  CSO 

•  Educating campus community 

•  Providing technical tools 
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Questions and Answers 


