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Agenda 

•  TAM on Trial (hypothetical demonstration) 

•  Legal Standard of Care Issues 

•  Reducing Risk by Recognizing Common Pitfalls 

•  Addressing Documentation, Policy, and Information-
Sharing Challenges 



TAM on Trial 



Simply having a TAM team is not enough 

•  Institutions must: 

–  educate campus community about the team 

–  follow best practices as to the staffing and operation 
of the team 

–  adopt appropriate related policies 

–  create and handle team-related documents well 

–  educate campus community about the proper balance 
between community safety and the privacy/disability 
rights of persons of concern 



Restatement of Torts duties to protect others 
from physical harm caused by third parties 

•  Duties based on special relationship with injured person 

•  Duties based on special relationship with person posing 
the risk 

•  Duties based on “undertakings” 



How is “due care” defined in TAM context? 

•  Legal mandate (e.g., Virginia, Illinois) 

•  “The IACLEA Blueprint for Safer 
Campuses” (IACLEA Special Review Task Force 
2008)  

•  Reports synthesized in “Blueprint” 

•  Custom, i.e., “what are others doing?” 



How is “due care” defined in TAM context? 

•  “A Risk Analysis Standard for Natural and Man-Made 
Hazards to Higher Education Institutions,” (ASME 
Innovative Technologies Institute), approved by 
American National Standards Institute (“ANSI”) in 
2010  

•  Recommends: “that Threat Assessment Teams be 
put into place on campus to help identify potential 
persons of concern and gather and analyze 
information regarding the potential threat posed by 
an individual(s)” 



How is “due care” defined in TAM context? 

•  Resources identified in ASME/ANSI Standard include: 

–  The Handbook for Campus Threat Assessment & 
Management Teams (Deisinger, Randazzo, O’Neill & 
Savage, 2008) (www.arm-security.com)  

–  Implementing Behavioral Threat Assessment on 
Campus: A Virginia Tech Demonstration Project 
(Randazzo & Plummer, 2009). 

•  Courts have allowed testimony that ANSI standards inform 
standard of care 



How Recognizing Common Challenges and Pitfalls 
Can Reduce Risk 



Lessons Learned: 
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Case Management Positions 

•  Virginia Tech Case Management 
§  Human Resources 

•  Faculty/staff assistance 

§  Office of the Dean of Students 
•  CARE Team – student assistance 

§  Cook Counseling Center 
•  Hospitalizations, specialized services 

§  Police Department 
•  Threat Assessment Team coordination 
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Ongoing Challenges 

•  Team complacency 

–  Smaller case load and/or few serious incidents can 
impact threat assessment process, decision-making 

•  Team name selection 
–  Consideration of team name and potential impact on 

reporting 
–  Helps to distinguish from other teams (e.g. Care Team, 

Employee Assistance Team) 
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Ongoing Challenges 

•  Continuing silos/Information obstacles 
–  Clear mission statements aid referral to correct team 
–  Same personnel on multiple teams can enhance info flow 
–  Exploit existing relationships, create others 
•  Case management resource availability 
–  Identify list of resources on- and off-campus early on, & 

update regularly 
–  Identify community support, solicit involvement before a 

crisis 
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Ongoing Challenges 

•  Legislative issues 
–  Identify campus resource to help track potential 

legislative issues 
–  Cultivate relationships with legislators, educate them on 

misconceptions 
•  Police involvement on the team 
–  Investigative resource 
–  May be privy to information that cannot be shared 
–  Creative communication strategies 
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Counseling Center Involvement 

–  Insure that the nature of psychological difficulties is 
understood, i.e., individuals with a mental illness are far 
more likely to be victims than perpetrators. 

–  Utilize knowledge about human behavior to inform the 
TAT 

–  Make suggestions as to when mental health evaluations 
would prove useful 

–  Interpret findings of mental health assessments 
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Consultation with Administration 

–  Advocate for the TA process – including resources for 
training 

–  Advocate for management decisions made by the TAT 

–  Maintain the confidentiality of clients 

–  Strongly suggest dual referral of individuals of concern 
(counseling & administrative) 
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Other challenges 

Fear Driven Responses: 
•  Fuel misunderstanding: 
–  “Epidemic of campus violence” 
–  Role of mental illness 

 
•  Foster reactive and ineffective 

strategies: 
–  “Zero Tolerance” 
–  Profiling 
–  Action imperatives 
–  Isolating interventions 
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Addressing Documentation Challenges 

•  Accurate documentation is helpful—unless it’s not 

•  Unless a privilege applies, most TAM documents 
(including e-mails, personal notes and other relatively 
informal documentation) would be subject to 
disclosure in litigation   



Addressing Documentation Challenges 

•  Unless an exemption applies: 

–  public institutions may have to disclose documents in 
response to public record act requests, and  

–  Any college/university may have to turn over TAM 
team documents if demanded by a student of concern 
under FERPA 



Addressing Documentation Challenges 

•  Final documentation SHOULD: demonstrate that TAM 
team’s decision-making process was (to borrow Dr. Gene 
Deisinger’s acronym) Fair, Objective, Reasonable and 
Timely, to FORTify institution’s position 

•  Documentation SHOULD NOT: contain off-handed 
comments, speculation, ill-considered observations about 
sensitive mental health or disability issues, or partially-
formed thoughts 

•  Team SHOULD work with counsel to maximize effective 
use of attorney-client privilege 



Addressing Policy Challenges 

•  Phrasing of institutional policies relevant to TAM 
operations (e.g., student discipline, involuntary 
withdrawal, interim suspension, weapons, workplace 
violence, employee discipline) should allow TAM teams 
to take or advocate for disciplinary or protective action 
as appropriate 

 



Addressing Policy Challenges 

•  Don’t handcuff TAM team work or create legal 
exposure through overly restrictive procedural 
requirements! 

•  Be careful with proscriptive “threat level” 
schematics 



Dispelling FERPA Myths on Campus 

•  Campus community must understand: 

–  Personal observations and conversations are not 
“education records” 

–  Education record information may be shared among 
institutional employees with “legitimate education 
interest” 



Dispelling FERPA Myths on Campus 

•  Campus community must understand: 

–  Law enforcement unit records are not “education 
records” 

–  Health and safety exception was broadened in 
response to Virginia Tech tragedy 

–  No private right of action under FERPA 



Dispelling HIPAA Myths on Campus 

•  Depending on institutional operations, HIPAA may have 
narrow or no application (check with counsel before 
assuming it applies) 
 

•  HIPAA does not apply to “student treatment records” 



Dispelling HIPAA Myths on Campus 

•  Disclosure of “protected health information” is allowed if 
provider makes good faith determination that disclosure: 
–  “Is necessary to prevent or lessen a serious and 

imminent threat to the health and safety of a person 
or the public” and disclosure 

–  “Is made to a person or persons reasonably able to 
prevent or lessen the threat, including the target of 
the threat” 



Addressing Health Care Provider Privilege 
Challenges 

•  Under APA Ethics Code, otherwise-privileged 
information may be disclosed without consent: 

–   “where permitted by law for a valid purpose such 
as to protect the client/patient, psychologist, or 
others from harm” 



Addressing Health Care Provider Privilege 
Challenges 

•  TAM teams must: 

–  understand thresholds for Tarasoff disclosure in 
your state 

–  reach shared understanding of thresholds with 
providers (who are on team and who are not on 
team) BEFORE emergent issue arises 



Dispelling ADA Myths on Campus 

•  Restrictions, sanctions may be imposed for misconduct, 
even if caused by disability 

•  IF appropriate due process is provided 

•  TAM teams should: 

–  work with judicial affairs, student affairs, human 
resources and counsel re processes 

–  work with counsel on  “direct threat” and “otherwise 
qualified” standards 

•  Campus should understand: ADA protections should not 
conflict with safety 
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