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Cyberbullying: 
An Old Problem in a New Context 

Steven J. McDonald 
General Counsel 

Rhode Island School of Design 

What is the Internet? 

How Can I Possibly Deal with That? 

•  If a student sends a series of sexually 
harassing e-mail messages to another 
student, and your computer use/e-mail 
policy doesn't specifically prohibit 
sexual harassment, can you do 
anything about it? 



2 

New Whines and Old Battles 
"Technological advances must continually 
be evaluated and their relation to legal rules 
determined so that antiquated rules are not 
misapplied in modern settings. . . .  Yet, if 
the substance of a transaction has not 
changed, new technology does not require 
a new legal rule merely because of its 
novelty." 

– Daniel v. Dow Jones & Co. 

What is the Internet, really? 

•  A bulletin board 
•  A printing press 
•  A library 
•  A bookstore 
•  A television set and a television station 
•  A telephone, with lots of party lines and 

unlimited conference calling 
•  A post office 
•  . . . 

What is the Internet, really? 

A medium of communication! 
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How Can I Possibly Deal with That? 

•  If a student sends a series of sexually 
harassing typewritten letters to another 
student, and your typewriter use policy 
doesn't specifically prohibit sexual 
harassment, can you do anything about 
it? 

•  Of course!  
•  The medium is not the message 

Three Key Misconceptions 
•  Cyberspace is a separate legal jurisdiction 

–  In fact, conduct that is illegal or a violation of policy 
in the "offline" world is just as illegal or a violation 
of policy when it occurs online 

•  If it's technically possible, it's legal 
–  In fact, the technology has some legal 

implications, but it does not define the outer limits 
of the law 

•  Free access = free speech = unfettered speech 
–  In fact, even public institutions may limit the use of 

their computer resources to business-related 
purposes 

One Key Point 

•  Internet law (and policy) existed long 
before the Internet: 
– The law of libel 
– The law of  privacy 
– The law of copyright 
– Criminal law 
– Your sexual harassment policy, code of 

student conduct, workplace rules 
–  . . . 
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And Two Key Implications 

•  Internet-specific rules aren't necessary 
and may create problems 

•  Education is critical 

So How Does This Apply to 
Cyberbullying (Part 1)? 

OCR Dear Colleague Letter 

•  "[S]ome student misconduct that falls 
under a school's anti‐bullying policy 
also may trigger responsibilities under 
one or more of the federal 
antidiscrimination laws . . . ." 
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OCR Dear Colleague Letter 
•  "School districts may violate these civil 

rights statutes and the Department's 
implementing regulations when peer 
harassment based on race, color, national 
origin, sex, or disability is sufficiently 
serious that it creates a hostile 
environment and such harassment is 
encouraged, tolerated, not adequately 
addressed, or ignored by school 
employees." 

OCR Dear Colleague Letter 
•  "Harassing conduct may take many forms, 

including verbal acts and name-calling; graphic and 
written statements, which may include use of cell 
phones or the Internet; or other conduct that may 
be physically threatening, harmful, or 
humiliating. . . .  Harassment creates a hostile 
environment when the conduct is sufficiently 
severe, pervasive, or persistent so as to interfere 
with or limit a student's ability to participate in or 
benefit from the services, activities, or opportunities 
offered by a school.  When such harassment is 
based on race, color, national origin, sex, or 
disability, it violates the civil rights laws that OCR 
enforces." 

OCR Dear Colleague Letter 

•  "A school is responsible for addressing 
harassment incidents about which it 
knows or reasonably should have 
known." 
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OCR Dear Colleague Letter 

•  "If an investigation reveals that 
discriminatory harassment has 
occurred, a school must take prompt 
and effective steps reasonably 
calculated to end the harassment, 
eliminate any hostile environment and 
its effects, and prevent the harassment 
from recurring." 

OCR Dear Colleague Letter 

•  "In addition, depending on the extent of 
the harassment, the school may need to 
provide training or other interventions 
not only for the perpetrators, but also for 
the larger school community, to ensure 
that all students, their families, and 
school staff can recognize harassment if 
it recurs and know how to respond." 

So How Does This Apply to 
Cyberbullying (Part 2)? 

"Cyberbullying is bullying, 
through the use of technology or 
electronic devices such as cell 

phones, computers, video 
gaming systems and the 

Internet." 
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So How Does This Apply to 
Cyberbullying (Part 3)? 

•  Internal 
–  Code of student conduct 
–  Computer use policy 

•  Civil 
–  Intrusion upon seclusion 
–  Public disclosure of private facts 
–  Intentional/negligent infliction of emotional distress 
–  Wrongful death 

•  Criminal 
–  Electronic Communications Privacy Act 
–  Stalking 
–  Negligent homicide 

From the RISD 
Code of Student Conduct 

•  "Harm to others – Engaging in 
harassing, abusive, threatening, 
intimidating, endangering, fear-
provoking, dishonest, deceptive, 
coercive, or harmful behavior toward 
others.  Legitimate criticism or other 
statement of opinion, expressed in a 
respectful manner, is not a violation of 
this provision." 

So How Does This Apply to 
Cyberbullying (Part 4)? 

"This means that sexual harassment, such as the 
vile behavior we've all heard about that takes 
place on websites like juicycampus.com, is 

forbidden under Title IX." 

"OCR will take no . . . action regarding 
this allegation . . . .  Letters of findings 

are not formal statements of OCR policy 
and should not be relied upon, cited, or 

construed as such." 
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So How Does This Apply to 
Cyberbullying (Part 5)? 

So How Does This Apply to 
Cyberbullying (Part 5)? 

•  “On the morning of March 18, 2005, 
S.S. checked her District e-mail account 
from a school computer and found the 
following message: ‘FATTY 
FATTYFATTYFATTYFATTY fatty 
mcfatfat wow you are one fat f*** and 
everyone hates you.’" 

So How Does This Apply to 
Cyberbullying (Part 5)? 

•  "Soon after receiving this e-mail, S.S. 
responded as follows: 'you really need 
to get a life and stop spending your time 
trying to bring down others so you wont 
feel like the loser you are.  im not the 
one who tries to act cool around 
everyone he can find hoping to gain a 
friend or two.  im fine with my life.  And 
its really sad that youthink calling me fat 
will diss me.'" 
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So How Does This Apply to 
Cyberbullying (Part 5)? 

•  "On March 18, another e-mail was sent 
from M.X.'s account to S.S.  This e-mail 
read:  'show me your t***.'" 

•  "On March 28, 2005, S.S. checked her 
District e-mail account and found a third e-
mail from M.X.'s account, dated March 25, 
which read: 'you you fat f*** i want to have 
sex with you in the middle of hte night.  i 
will grab your t*** and suck thm.  All while 
feeling you up in the v*****.'" 

So How Does This Apply to 
Cyberbullying (Part 5)? 

•  "To prevail on their Title IX claim, Plaintiffs 
must show that the alleged harassment 
experienced by S.S. was 'so severe, 
pervasive, and objectively offensive, 
and . . . so undermine[d] and detract[ed] 
from . . . [S.S.'s] educational experience, 
that . . . [S.S. was] effectively denied equal 
access to . . . [the High School's] 
resources and opportunities.'" 

•  Also, "that it 'act[ed] with deliberate 
indifference to known acts of harassment 
in its programs or activities . . . .'" 

So How Does This Apply to 
Cyberbullying (Part 5)? 

•  "[I]n determining whether the alleged 
harassment meets the 'severe, pervasive, 
and objectively offensive' requirement, the 
Court 'view[s] . . . [the situation] as a 
whole, keeping in mind that students often 
engage in insults, banter, teasing, . . . and 
gender-specific conduct that can be 
upsetting to the student receiving it,' but 
[such conduct] . . . does not amount to an 
actionable Title IX claim.'" 
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So How Does This Apply to 
Cyberbullying (Part 5)? 

•  "While the e-mails sent to S.S. are 
highly offensive, no reasonable jury 
could find that these two instances of 
sexual harassment – which stopped 
after a week and were not public – 'so 
undermine[d] and detract[ed] from . . . 
[S.S.'s] educational experience, that . . . 
[S.S. was] effectively denied equal 
access to . . . [the High School's] 
resources and opportunities.'" 

Cyberbullying: 
Scope 

Challenges 
Best Practices 

Denzil J. Suite, Ph.D 
Associate Vice President for Student Affairs & 

Associate Professor for Higher Education 
University of Southern California 
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Cyber-Hurt 

Scope   
•  Estimates are that 20-40% of students are victims 

of cyberbullying 
•  Approximately 75% have visited a website where 

negative/harassing information was posted about 
another student 

•  An analysis of 15 million student IM accounts 
revealed 5.6 million cyberbullying messages 

•  Females are twice as likely to be victims of 
cyberbullying 

High 
computer 
sophistication 
and 
dependence   

“For a good 
time, call…” The “typical” bully 

no longer exists 

The Challenge… 
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Anonymity: A Coward’s 
Courage   

•  Numerous sites (including: textsfromlastnight, collegeonly, 
collegeblender, thedirty, talkcollegeconfidential, etc.) 

•  Legal right (though not absolute) to post anonymously on the Internet 
•  Posts are indexed by Google  
•  High SEO (Search Engine Optimization) rankings 
•  Many host sites claim to continually dump IP addresses 
•  APA study showed that cyberbulling was more stressful and 

traumatic to young people than face-to-face or in-person bullying 
•  Deindividuation: anti-normative behavior is released in situations 

where individuals are not seen or paid attention to as individuals 

Approaches  
•  Students with social, emotional, or psychological issues are easy targets 

and may be most vulnerable 
•  training for counseling and residential life staff is crucial 

•  Hiring a reputation defender  

•  Overload search engines by creating social media profiles, blogs and 
websites with good content associated with victim’s name 

•  Some organizations (eg: fraternities and sororities) and a limited number 
of colleges (Millsaps, Tennessee State, Hampton,etc.) block access to 
one or more of these sites 

Approaches 
Educational Programs:  

•  “Take Back the Internet”  

•  Town Halls 

•  Civility Campaigns/Weeks—with teach-ins 
&peer-peer education 

•  Non-direct Approach:   
•  Communication Skills 
•  Self-Respect 
•  Bystander Behavior 
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References & Resources 
Organizations: 

•  Cyberbullying Research Center   www.cybyerbullying.usc 
•  Do Something     www.dosomething.org 
•  National Crime Prevention Council   www.nncp.org 
•  Chase Wilson Education    www.cweducation.com 

Books: 
•  Cyber Bullying:  Bullying in the Digital Age. Robin M. Kowakski 
•  Cyberbulling Prevention and Response:  Expert Perspectives, Justin W. 

Patchin and Sameer Hinduja 
•  Cyberbulling and Cyberthreats:  Responding to the Challenge of Online 

Social Aggression, Threats and Distress.  Nancy Willard & Karen Steiner 

Your Turn… 

Questions  
&  

 Best Practices 


